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W24 
 
 

 W24 is a self contained 802.11b/g Wireless LAN module in which enables IP 
connectivity to any host device. 

 
 It is ideal for enabling M2M applications to achieve secure, high speed throughput 

and access to IP networks via 802.11b/g wireless LANs or even via Cellular network 
when connected to G24 GSM/GPRS/EDGE module family.   

 
 W24 integrates an operating system, drivers and communication stack, wide 

assortment of proven security features 
 

 
 To provide seamless routing, W24 is equipped with Network Address Translation 

(NAT) capabilities and a DHCP server that supports up to 255 clients.  
 

 W24 also integrates a built-in web server for managing the module via web, thus 
enabling monitoring and control a remote application using a standard browser. 

 
 W24 has interchangeable form factor with current G24 product family, this enables 

the host device manufacturer to maintain a single design for all 3 options: 
 W24 
 G24 
 W24 & G24 Coupled  

 
 Other advantage of W24 is its connectivity to the G24 module, enabling the 

manufacturer to benefit from the following: 
 Wi-Fi/Cellular Gateway  
 Dual modem device – Enables to communicate in both Wi-Fi / GPRS technologies 
 Autonomous mode – G24-Java module is able to manage data from peripherals 

sensors connected to GPIO or other ports and communicate in both Wi-Fi and GPRS 
technologies  

 Additional I/O (GPIOs, 3 ADC Inputs, UART) 
 

 W24 also support Routing/Gateway with it’s NAT and DHCP services that supports 
linking a local subnet to the Internet through a single cellular connection, thus 
enabling linkage between local area network (WLAN) and wide area network (WAN). 
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W24 Protocols and Security 
 

 Protocols - W24 module offers much more than just a TCP/IP stack implementation. 
It also includes: 

 A host of upper layer protocols: TCP/UDP, HTTP, FTP, SFTP, DHCP, SMTP, POP3, 
Telnet 

 Up to 10 simultaneous active TCP/UDP sockets and 2 listening sockets 
 Security Features: 

 Hardware implementation of a random number generator 
 SHA-1/256 secure hash accelerator 
 AES-128/192/256 encryption accelerator 
 3DES, SSL3/TLS1  
 Encryption for Wi-Fi (WPA2 and WEP) 

 
 When connecting to the Internet using a conventional O/S (Linux, Windows or other 

O/S), systems are extremely vulnerable to attacks and networking security issues: 
penetration, denial of service, connectivity.  

  
 Security Gap - W24 provides a security gap between the host device application and 

the Internet as it acts as an inherent hardware firewall, decoupling the actual 
application from the Internet. 

 
 W24 enables to offload the entire task of Internet communications from the host 

device implementation, enabling manufacturers with limited Internet programming 
resources to quickly and easily Internet-enable their devices by writing just a few 
commands in their application.  

 
 This relieves the device manufacturer of the need to undertake the expense of 

redesigning products around new, more expensive processors and operating 
systems.  

 
 W24 is certified and approved by FCC and Wi-Fi alliance. 

 
 The result is lower cost, greater flexibility and s horter time-to market than 

alternative approaches to IP connectivity.   
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Surveillance camera as any other device equipped wi th W24 is able to communicate 
with an Access Point for data transceiving.  
 
 
 
 
 
 
 
 
 
 

Access Point 

Internet 

Wi-Fi Station  Wi-Fi Station  Wi-Fi Station  Wi-Fi Station  

W24 – Client Mode 



 
 

Motorola Confidential & Proprietary, W24 Preliminary Draft 
MOTOROLA and the Stylized M Logo are registered in the U.S. Patent and  Trademark 
Office. All other product or service names are the property of their respective owners. ©Motorola, Inc 2006 

 
 

 
 
 
 
 
 
 

 
 
 
 
Industrial meter reading system which incorporates W24 for two purposes: 

 Wi-Fi Station (Meter Reading) 
 Wi-Fi/Cellular Gateway (Receive data and transfer t o back-office and vice versa) 

 
 
 
 
 
 
 
 

W24 – Ad-Hoc and Gateway Modes 
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G24-Java module acquires and manages data from peri pherals sensors and 
communicates in both Wi-Fi and GPRS technologies. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Peripherals Sensors  

Data 
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Autonomous Mode 
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General Specifications 
 
 

 Wi-Fi Standards Supported: IEEE 802.11b, IEEE 802.11g 
 

 Connection Modes 
 Infrastructure Station Mode  
 Ad-Hoc Station Mode (IBSS) 

 
 Local WEB server. 

 
 Frequency: 2.412 – 2.484 GHz 

 
 

 Channels 
 11 channels – USA 
 13 channels – Europe 
 14 channels – Japan 

 
 Physical 

 Size: 24.4 x 45.2 x 5.3 mm 
 Size (W24 & G24 Stack):  24.4 x 45.2 x 12.3 mm 
 Mounting: two 2.4 mm holes 

 
 Environmental 

 Operating Temperature:  -20°C to +85°C 
 Storage Temperature:     -40°C to +85°C 

 
 Data Rates 

 1 Mbps – 54 Mbps with automatic fallback 
 

 Data Transfer Rate 
 2400 bps Up to 230.4 kbps (limited by UART)  
 Up to 12Mbps (Limited by USB 2.0) 

 
 Modulation Schemes 

 802.11b – BPSK, QPSK, CCK, DSSS 
 802.11g – BPSK, QPSK, 16-QAM, 64-QAM, OFDM 
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Interfaces 
 

 AT+i™ command for Wi-Fi (W24) 
 

 AT command interface for G24 (W24 &G24 coupled) 
 

 Connectors 
 RF MMCX  
 Single 70 pin board to board – For connection to Host device 
 Single 70 pin board to board – For connection to G24  

 
 Connectivity 

 UART: BR from 2400 bps t0 230.4 Kbps 
 USB 2.0 full speed  
 Auto BR 
 One physical UART or USB for AT+I commands & Data 

 
 General Purpose Interface 

 16 general purpose I/O pins (with G24) 
 3 ADC inputs (with G24) 
 Analog and Digital Audio (with G24) 

 
Performance 
 

 Operating Voltage 
 Voltage: 3.2V – 4.5V  

 
 Tx Power: 

 802.11b: Up to +17 dBm @ antenna connector 
 802.11g: Up to +15 dBm @ antenna connector 

 
 Typical RX Sensitivity: 

 802.11b: -90dBm @ 1 Mbps  (14dB margin on top of spec) 
 802.11b: -86dBm @ 11Mbps (10dB margin on top of spec) 
 802.11g: -87dBm @ 6 Mbps  (5dB margin on top of spec) 
 802.11g: -71dBm @ 54Mbps (6dB margin on top of spec) 
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Security & Protocols 
 
 

 Internet protocols 
 TCP/UDP, HTTP, FTP, SFTP, DHCP, PPP, SMTP, POP3, Telnet, DNS 
  

 Security 
 WEP/WPA2, SHA, AES, 3DES, SSL3/TLS1, RSA, RC4 

 
 Firmware Upgrade 

 Firmware upgrade Over The Air (OTA) 
 Firmware upgrade via UART/USB 
 Authorized user only allowed accessing W24 remotely and securely for firmware 

upgrade and configuration. 
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Physical Design 
 
 
 

 
 

 
 
 
 

W24 & G24 Coupled 
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Molex 70-Pin header, 
connection to host PCB 

Top Side Bottom Side 

RF Shield PS Shield 

MMCX RF 
Connector 

BB Shield 

Molex 70-Pin Connector   
   (to G24) 

W24 Dimensions Host PCB 

Molex 70-Pin 
Connector 

Two 3mm 
Spacers 
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W24 Pinout 
 
 
 

Signal 
Group Pin Signal Name Description 

1, 2, 3, 4 GND Ground 
Power 

5, 6, 7, 8 VCC  DC power supply 

27 VREF  Reference voltage regulator output (2.775VDC) 

16 WKUPI_N Module Wake Up 

26 WKUPO_N Host Wake Up 

25 RESET_N Reset signal output and Input 
41 Ant_Det Antena detect 

53 ON_N Toggle Power Mode 

Control 

51 IGN  Power Control 

29 RXD2 G24 UART 

31 TXD2  G24 UART 

33 RTS2 G24 UART 
UART2 

35 CTS2 G24 UART 

17 DCD_N Host UART 

13 DSR_N Host UART 

9 RTS_N Host UART 

19 DTR_N Host UART 

23 RI_N Host UART 

15 CTS_N Host UART 

21 TXD_N  Host UART 

UART1 

11 RXD_N  Host UART 

22 PCM G24 Digital Audio 

24 PCM G24 Digital Audio 

18 PCM G24 Digital Audio 
20 PCM G24 Digital Audio 

58 LCD G24 Digital Audio 

PCM 

60 LED WLAN LED 

70 SPI_CS SPI Interface 

62 SPI_IRQ SPI Interface 

64 SPI_DIN SPI Interface 

68 SPI_DO SPI Interface 

SPI 

66 SPI_CLK SPI Interface 
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Signal 
Group Pin Signal Name Description 

37 ADC1 G24 Analog to Digital 

43 ADC2 G24 Analog to Digital 

47 ADC3 G24 Analog to Digital 

28 GPIO1 G24 GPIO 

30 GPIO2 G24 GPIO 

32 GPIO3 G24 GPIO 

34 GPIO4 G24 GPIO 

36 GIO5 or BT-Freq G24 GPIO 

38 GIO6 or BT-
Status G24 GPIO 

40 GIO7 or WL-
Active G24 GPIO 

GPIO 

42 GIO8 or BT-
Priority  G24 GPIO 

12 USB_DP D+ USB Device Data  

14 USB_DN D-  USB Device Data  USB 

10 USB_VBUS VBUS input gate 

44 SIM_RST_N G24 SIM Reset 

46 SIM_CLK G24 SIM Clock 

48 SIM_VCC G24 SIM VCC 
50 SIM_PD_N G24 SIM PD 

SIM 

52 SIM_DIO G24 SIM Data 

57 HDST_INT_N G24 

59 AGND G24 Analog Ground 

69 SPKR_P G24 Speaker Output 

67 SPKR_N G24 Speaker Output 

61 MIC G 24 Microphone Input  

63 ALRT_N G24 Alert Positive 

Audio 

65 ALRT_P G24 Alert Negative 

 
 
 
 
 
 
 
 
 
 
 
 
 


